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ABSTRACT As climate change takes hold in the 21st century, it places an impetus to decarbonize the
American Electric Power System with renewable energy resources. There is a broad technical consensus
that these renewable energy resources cannot be integrated alone but rather require a host of profound
changes in the electric grid’s architecture; including meshed distribution lines, and energy storage solutions.
One question that arises is whether these three types of mitigation measures required by decarbonization
will also serve as adaptation measures when the climate changes and extreme weather phenomena become
more prevalent. Consequently, this paper presents a structural resilience analysis of the American electric
power system that incrementally incorporates these architectural changes in the future. Building upon
a preliminary study, the analysis draws on an emerging hetero-functional graph theory based upon the
inter-connectedness of a system’s capabilities. The hetero-functional graph analysis confirms our formal
graph understandings from network science in terms of cumulative degree distributions and traditional attack
vulnerability measures. The paper goes on to show that hetero-functional graphs relative to formal graphs
more precisely describe the changes in functionality associated with the addition of distributed generation
and energy storage as the grid evolves to a decarbonized architecture. Finally, it demonstrates that the addition
of all three types of mitigation measures enhance the grid’s structural resilience; even in the presence of
disruptive random and targeted attacks. The paper concludes that there is no structural trade-off between grid
sustainability and resilience enhancements and that these strategic goals can be pursued simultaneously.

INDEX TERMS Hetero-functional graph theory, resilience, sustainability.

I. INTRODUCTION
A. MOTIVATION
As climate change takes hold in the 21st century, it places
an impetus to decarbonize the American Electric Power Sys-
tem (AEPS) with renewable energy resources. With decar-
bonization also pushing for the electrification of general
energy needs including transportation and space condition-
ing, the need to expand the AEPS with renewable resources
to meet the increased demand becomes even more pressing
[1]–[4]. There is a broad technical consensus [5]–[8] that
these renewable energy resources can not be integrated alone
but rather require a whole host of profound changes in
the electric grid’s architecture; including meshed distribu-
tion lines, and energy storage solutions. While renewable
energy can be integrated centrally at a utility-scale, one of
its primary benefits is that it can empower end-consumers
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with distributed generation (DG) in the form of rooftop solar
photovoltaics (PV), small-scale wind turbines, and even run-
of-river hydro power. The potential for power back-flow in
an electric distribution system that was designed for one-way
outward flow requires a migration from a radial to a meshed
topology. In the meantime, these DG resources are intermit-
tent and often require complementing energy storage solu-
tions. These three additions represent fundamental changes
to the system architecture of the American electric power
system.

B. LITERATURE GAP
With a plethora of papers investigating the future of the power
grid [9]–[12] there has been significant attention brought to
renewable resources, energy storage, and energy transmis-
sion. This literature investigates the integration and man-
agement of Distributed Energy Resources (DER) [13]–[18].
Specific DER integration and storage technologies are
investigated such as wind power [19]–[23] and solar power
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FIGURE 1. A GIS visualization of the american electric power system.

[24], [25]. With the pressing variability of some DER and
the potential benefits to be gained such as peak shaving,
other papers investigate the benefits of integrating storage
[26]–[30]. Alternatively, other papers focus on the transmis-
sion system to investigate potential improvements to the sys-
tem and it’s periphery [31]–[35]. Considering the complexity
of all these potential improvements and the critical task of
managing the stability of the electric grid the controls and
management of the grid also becomes a source of inter-
est [36]–[40]. While this literature investigates technological
facets of advancing the AEPS, this paper seeks to investigate
the integration of DER, storage, and a meshed transmission
system as mitigation measures together.

One question that arises is whether these three types of
mitigation measures required by decarbonization will also
serve as adaptation measures when the climate changes and
extreme weather phenomena become more prevalent. Such
architectural changes can have a profound impact on the sys-
tem’s resilience in terms of its own ability to withstand dis-
ruptions; be they natural, artificial, or intentionally nefarious
[41]–[46]. To address such questions quantitatively, the net-
work science community has used graphs to mathematically
represent the form of a system [47]–[50]. The graph’s nodes
aremade to correspond to the grid’s power plants, substations,
and consumers while the graph’s edges are made to corre-
spond to the grid’s power lines. For clarity, we refer to such a
mathematical model as a formal graph (FG) [43], [47]–[51].
The network science literature has extensively investigated

the resilience and vulnerability of networks and the grid
based on exclusively topological measures. These include
resilience of general networks and degree distributions
[52]–[55]. The literature has also formally been applied to
instantiated electric grids [56]–[60]. Some of the literature
branches out investigating systems with several phases that
resilience incorporating time into their models [61]–[64].
However, the literature remains dependent on the formal
graph’s tolerance to faults confined by the system form
[65]–[67]. This paper falls within this broad category of the
literature but specifically investigates resilience using a HFG
model.

Consequently, system resilience has been quantitatively
studied in terms of successive node or edge failures. While
such a simple graph model can address the resilience
improvements caused by a migration towards meshed distri-
bution networks, and the addition of new nodes that represent
solar PV and energy storage facilities, it is ill-equipped to

address the integration of such distributed energy resources
on existing nodes as in the case of solar panels on rooftops
and batteries at homes, substations, and centralized genera-
tors. In effect, such additions (as shown later) do not numer-
ically change the formal graph, and consequently, have no
effect on the value of the associated resilience measure.

In contrast, the model-based systems engineering (MBSE)
community recognizes that a formal graph representing sys-
tem form is merely a subset of system architecture and that
a more comprehensive description of architecture must also
describe: 1.) a set of functions that the system performs and
2.) the allocation of those functions to the elements of form
[49], [68]. While the MBSE literature normally describes
system architecture using graphical models (e.g. UML &
SysML) [68], hetero-functional graph theory has developed
to translate these models into their quantitative equivalents
[69], [70]. Consequently, hetero-functional graphs are able
to explicitly and quantitatively describe the incorporation of
new functionality onto existing formal nodes as in the case of
rooftop solar and home batteries.

C. ORIGINAL CONTRIBUTION
Consequently, this paper presents a structural resilience anal-
ysis of the American electric power system that incrementally
incorporates these architectural changes in the future.
• Building upon a preliminary study [71], the analysis
draws on an emerging hetero-functional graph theory
[69] based upon the inter-connectedness of a system’s
capabilities

• The hetero-functional graph analysis confirms our for-
mal graph understandings from network science [41],
[42], [50]–[52], [57], [72] in terms of cumulative
degree distributions and traditional attack vulnerability
measures

• The paper goes on to show that hetero-functional graphs
relative to formal graphs more precisely describe the
changes in functionality associated with the addition of
distributed generation and energy storage as the grid
evolves to a decarbonized architecture.

• The paper demonstrates that the addition of all three
types of mitigation measures enhance the grid’s struc-
tural resilience; even in the presence of disruptive ran-
dom and targeted attacks.

• Finally, the paper concludes that there is no struc-
tural trade-off between grid sustainability and resilience
enhancements and that these strategic goals can be pur-
sued simultaneously.

D. PAPER OUTLINE
This paper begins with a background presentation of the fun-
damentals of HFGT for an unfamiliar audience in section two.
It continues on to build a case study of the American Electric
Power system with a formal graph and hetero-functional
graph for comparison in section three. The degree distribu-
tions of these two graphs are then compared to standardize the
graphs structures in section four part A:Degree Distribution
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FIGURE 2. A visual comparison of a formal graph (FG) and a Hetero-functional graph (HFG) model of the same hypothetical system.

Behavior. It then investigates the effect of expanding the
architectural capabilities has on resilience in section four part
B:Advancing The Electric Grid. The then paper concludes by
investigating how a improved systems are affected by attacks
in section four part C:Improved Architectures Under Attack.
A detailed explanation of the methodology is finally found in
appendix A.

II. BACKGROUND: HETERO-FUNCTIONAL GRAPH
THEORY FUNDAMENTALS
In order to facilitate the exposition for an uninitiated audience
this section introduces HFGT. A hetero-functional graph, like
any other graph, is constructed by identifying a set of nodes
and connecting them with edges. This is a two step process
that we describe simply here and illustrate using the example
provided in Fig. 2. The interested reader is referred to the
hetero-functional graph theory text [69] for a more elaborate
exposition.

The simple example in Fig. 2 illustrates the differences
between a formal graph and a hetero-functional graph (HFG).
The formal graph (in Fig 2a.) shows a system composed
of four nodes: a water treatment facility, a solar PV panel,
a house with rooftop solar, and a work location. These are
connected by four edges: a water pipeline, two power lines
and two roads. Fig 2b. shows the associated hetero-functional
graph. Instead of four nodes that represent point-like facil-
ities, the hetero-functional graph now has 12 nodes that
represent system capabilities. The water treatment facility,
solar PV panel, and work location appear unchanged between
the two graphs because they each have only one capability.
In contrast, the house with rooftop solar provides four capa-
bilities in the HFG. This multiplicity of capabilities assigned
to a single facility forms the basis upon which to investigate
the effect of DG on electric power system resilience. Thirdly,
the edges in the formal graph now appear as transportation
capabilities (nodes) in the HFG. Finally, the directed edges in

the HFG indicate the logical sequences of these capabilities
such that if one were to follow them a ‘‘story’’ of capabilities
would emerge. (i.e. The water treatment facility treats water
(ψ1) and then the water pipeline transports the water from the
water treatment facility to the house (ψ8)). The identification
of these capabilities are now described.

A capability is the feasible allocation of a given system
process (or function) to a given system resource as an element
of form. The system processes P describe the functionality
of the system in terms of a transitive verb followed by an
operand (e.g. ‘‘generate + electric power’’). These processes
are often classified as (in-place) transformation processes
Pµ and transportation processes Pη. The system resources
R describe the formal composition of the system in terms of
nouns. For example, in Fig. 2, the set of system resources R =
{Water Treatment Facility, Solar PV, House with Rooftop
Solar, Work Location, Water Pipeline, Power Line 1, Power
Line 2, Road}. (Note that R = V ∪ E where V and E are
the nodes and edges of a formal graph.) In the meantime,
the system processes P = {treat water, generate electricity,
consume water, charge EV, store EV, transport water from
water treatment facility to house, transport power from solar
PV to water treatment facility, transport power from solar PV
to house, discharge EV from house to work location, dis-
charge EV from work location to house}. These functions are
allocated onto their respective form in the system knowledge
base.

Definition 1(System Knowledge Base): A binary matrix
JS of size σ (P) × σ (R) whose element JS (w, v) ∈ {0, 1} is
equal to one when ewv ∈ E (in the SysML sense) exists as a
system process pw ∈ P being executed by a resource rv ∈ R.
The σ () operator returns the size of a set.
The feasible allocation of system process to system form is
captured in a system knowledge base JS . Note that the system
knowledge base itself constructs a bipartite graph between
P and R. The system knowledge base associated with the
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FIGURE 3. The hetero functional system knowledge base for the system
depicted in Fig. 2.

system depicted in Fig. 2 is shown in Fig. 3 as a monochrome
image. The capabilities of a given resource are explicitly
reflected in the associated column of JS . Consequently, the set
of capabilities E = {1.) water treatment facility treats water,
2.) solar PV generates electricity, 3.) house consumes water,
4.) house generates electricity, 5.) house charges EV, 6.) house
stores EV, 7.) work location stores EV, 8.) water pipeline
1 transports water from water treatment facility to house, 9.)
power line 1 transports electricity from solar PV to water
treatment facility, 10.) power line 2 transports electricity
from solar PV to house, 11.) road ‘‘discharges’’ EV from
house to work location, 12.) road ‘‘discharge’’ EV from work
location to house}. These capabilities make up the nodes of
the hetero-functional graph.

Once the capabilities of the system have been identified
as the nodes of a hetero-functional graph, they can be con-
nected with edges so as to form a hetero-functional adjacency
matrix Aρ .

Aρ = (JS 	 KS )V (JS 	 KS )VT )	 Kρ (1)

where ()V is shorthand for vec(),	 denotes Boolean subtrac-
tion of matrices, KS is the system constraints matrix, and Kρ
is the system sequence constraints matrix. KS = 0 when all
capabilities are functional.

Definition 2 (System Sequence Constraints Matrix): a
square binary constraints matrix Kρ of size σ (R)σ (P) ×
σ (R)σ (P) whose elements K (χ1, χ2) ∈ {0, 1} are equal to
one when string zχ1χ2 = ew1v1ew2v2 ∈ Z is eliminated.
Kρ is calculated by identifying constraints that impede the
logical sequence zχ1χ2 between an ordered pair of capabil-
ities ew1v1ew2v2 . Five types of constraints are possible on
ew1v1ew2v2 :
1) When w1 and w2 indicate transformation processes but

v1 6= v2.
2) When w1 indicates a transformation process and w2

indicates a transportation process but v1 is not the origin
of w2 as a transportation process.

3) When w1 indicates a transportation process and w2
indicates a transformation process but v2 is not the
destination of w1 as a transportation process.

4) When w1 and w2 indicate transportation processes but
the destination of the former is not equivalent to the
origin of the later.

5) Whenw1 andw2 are not permitted by the functional ref-
erence architecture of the system. For example, in elec-
tric power systems, the generation of electric power
systems is followed by any number of transportation
processes which is followed by the consumption of
electric power.

Finally, it is often useful to use a projection operator P to
eliminate the empty rows and columns in Aρ .

Ãρ = PAρPT (2)

From these steps, the hetero-functional adjacency matrix Ãρ
corresponding to Fig. 2 is shown in Fig. 4A below. It is
contrasted with the associated formal graph adjacency matrix
in Fig. 4B.

III. CASE STUDY: A HETERO-FUNCTIONAL GRAPH OF
THE AMERICAN ELECTRIC POWER SYSTEM
The Platts Map Data Pro data set [73] was used to create
the hetero-functional graph of the American electric power
system. The Platts Map Data Pro is a proprietary Geo-
graphic Information Systems (GIS) database that contains
38 different GIS data sets of North American energy infras-
tructure and its associated markets. This data set is restricted
to the transmission system and includes four GIS layers.
1.) Power plants, 2.) Generation units (i.e. individual gen-
eration facilities within power plants), 3.) Substations, and
4.) Transmission Lines. Substations with step-up transform-
ers are included in the GIS data for power plants. The GIS
layer consisting of substations exclusively reflects substa-
tions with step-down transformers that route electricity to the
distribution system. As shown in Fig. 1, the Platts data used
consists of GIS layers with 13,568 power plants, 34,649 gen-
eration units, 78,880 substations, and 104,329 transmission
lines. A FG graph adjacency matrix is readily extracted from
this GIS data. The following procedures describes how this
paper constructs the associated HFG in three steps:

1) The Platts Map Data Pro data was converted into a
corresponding KML file.

2) The KML file was processed into an XML file
compatible with the hetero-functional graph theory
toolbox [70].

3) The hetero-functional graph theory toolbox pro-
vides the functionality to automatically calculate the
hetero-functional adjacency matrix Ãρ .

Each of these North American layers were cropped to
return elements from the United States’ electric grid. This
GIS data can be straightforwardly exported as a KML file
using the in-built functionality of a capable GIS editor
(e.g. QGIS as an open-source solution, and ArcGIS as a lead-
ing commercial software). The KML files extracted from the
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FIGURE 4. The (projected) hetero-functional graph adjacency matrix (a) of the system depicted in Fig. 2. The formal adjacency matrix (b) of the
system depicted in Fig. 2.

Platts Map Data Pro require several steps of data processing
to produce a single XML file that is compatible with the
hetero-functional graph-theory toolbox [70].

1) First, any resources marked as canceled, retired, or
shutdown are removed from the KML file.

2) Second, any resources with duplicate GPS locations
are merged such that only one resource exists per GPS
location. The meta-data for this resource is adopted
from one of the other resources giving preference to
power plants, then generation units and then substa-
tions as a last option.

3) Third, the remaining individual generation units are
classified as power plants. These three steps yield a
consistent set of formal nodes.

4) Fourth, any transmission lines without a well-defined
origin or destination formal node are removed.

5) Fifth, the remaining resources are organized into a for-
mal graph [74]. All isolated and sub-component nodes
and edges not part of the largest connected component
are identified. These isolated nodes and clusters are
removed from the system.

6) Sixth, the system process for each type of resource
is inferred. Power plants ‘‘generate electric power’’,
substations ‘‘route electricity’’ (to the distribution sys-
tem), and transmission lines ‘‘transport electric power
from origin to destination’’ and ‘‘transport electric
power from destination to origin.’’ Note that (step-
down) substations by virtue of their power transfer to
the distribution system are often modeled as loads on
the transmission system [75]. Furthermore, by virtue
of their presence in the transmission system, transmis-
sion lines allow a two-way flow of electricity. This
specifically includes the flow of power back to the
substation associated with a power plant (although not
to the generator itself). Fig. 5B shows the knowledge
base of an electric power system where the four types
of system capabilities mentioned above are instantiated
only once. Fig. 5A shows the associated SysML activ-
ity diagram [49].

7) Lastly, the electric power system functional reference
architecture shown in Fig. 5A is encoded in the XML

file as three valid pairs of system processes; 1.) trans-
mission follows generation, 2.) transmission follows
transmission, and 3.) consumption follows transmis-
sion. Any other pairs of system processes are invalid
and impose constraints in the system sequence con-
straints matrix Kρ . Fig. 5C shows the hetero-functional
graph adjacency matrix.

The hetero-functional graph theory toolbox [70] is then
used to produce the formal and hetero-functional graphs from
the XML file described above. The resulting formal graph is
composed of 69, 386 formal nodes (i.e. power plants and sub-
stations) and 105, 826 formal edges (i.e. transmission lines).
These nodes and edges constitute the 175, 212 resources in
the system knowledge base while the system processes are
defined as shown in Fig. 5B. The resulting system knowledge
base JS has a size of 4, 814, 416, 999 × 175, 212. Once JS
is formed, the hetero-functional adjacency matrix is formed
using Equation (1). Kρ is formed in a pairwise fashion
observing the five types of constraints identified in Section 2,
Hetero-functional Graph Theory Fundamentals. The first four
types of constraints are checked numerically, while the last
is drawn from the functional pairs in Step 6 above. The
resulting (highly sparse) hetero-functional adjacency matrix
Aρ has a size of (8.435 × 1014) × (8.435 × 1014). Equa-
tion (1) is then used to eliminate empty rows and columns.
The projected hetero-functional adjacency matrix Ãρ of the
American electric grid has a size 370, 220 × 370, 220 with
1, 709, 691 capabilities as filled elements. From this point,
it was straightforward to calculate the cumulative degree
distribution of AEPS’ hetero-functional and formal graphs.

IV. RESULTS AND DISCUSSION
A. DEGREE DISTRIBUTION BEHAVIOR
Despite the modeling differences in FGs and HFGs,
we hypothesized that they would demonstrate similarities
in their degree distributions and confirm network science
results [41], [42], [48], [50]–[52], [57], [58]. The Platts Map
Data Pro data set was used to conduct the analysis [73].
A FG graph adjacency matrix is readily extracted from this
GIS data and the methods section describes the construction
of the associated HFG. Both the FG and HFG, as shown
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FIGURE 5. The example electric power system functional reference architecture a with a single instantiation of each system process
pairing. b gives the system knowledge base of the example system. c gives the hetero-functional adjacency matrix of the example
electric power system.

in Fig. 6, confirm the network science result [41], [42], [50],
[52] of a cumulative degree distribution with exponential
decay law P(k ≤ K )ce−αk . They have exponential coef-
ficients of αFG = 0.44 and αHFG = 0.27 respectively.
This result suggests that the underlying single-scale small-
world socio-technical dynamic of preferential attachment
of transmission lines appears in both network models. The
larger exponential coefficient in the HFG arises because it
always has more nodes and edges than its FG counterpart.
Nevertheless, the presence of small-world structure in both
graphs indicates similar behavior with respect to resilience
and attack vulnerability.

In order to verify this hypothesis, the FG and HFG mod-
els of the AEPS were subjected to nodal attacks and then
assessed with respect to their average degree centrality, size
of largest cluster, and average size of isolated cluster [41],
[47], [55], [74]. Fig. 6a shows the random attack vulner-
ability of the FG and HFG with respect to in-degree and
out-degree centrality measures. The parity of in-degree and
out-degree centrality in the case of the FG is caused by
its undirected nature, while in the case of the HFG, it is
caused by the two transportation capabilities assigned to
each power line combined with the single capability assigned
to power plants and substations. Both the FG and HFG
show that the average degree centrality degrades linearly
with the fraction of randomly removed nodes. The slopes
of their best-fit lines are −0.026 and −0.032 respectively,
and their regression coefficients are −0.9999 and −0.9991
respectively. This intuitive phenomena occurs because ran-
dom attacks do not discriminate on the basis of the
nodal-degree.

Consequently, the successive removal of two sets of nodes
do not change the average number of edges lost. Fig. 6b
confirms the network science result [41] that the size of the
largest cluster of the FG of an electric power system degrades
quadratically under random attacks before reaching an inflec-
tion point (at x= 42% in this case). Fig. 6b also confirms that
the average size of isolated clusters first grows to a relative
peak (at x = 38% in this case) before sharply falling again.
These two behaviors also appear in the associated HFGwith a
largest cluster inflection point of x= 46% and a peak average
size of isolated cluster at x = 38%.
Fig. 6c also shows that the FG and HFG confirm the

results of the published literature [41] regarding the structural
response to targeted attacks. This time, the size of the largest
cluster reaches an inflection point at 5% and 40% for the
FG and HFG respectively. Also, the peak average size of the
isolated cluster occurs at 5% and 40% respectively. In short,
all four of these structural responses to nodal attacks in the FG
are matched closely in the associated HFG. The differences
in the labelled critical points stem from the larger number of
nodes and edges in the HFG. Collectively, the results in Fig. 6
show that the FG and HFG can be used interchangeably to
study traditional attack vulnerability measures.

B. ADVANCING THE ELECTRIC GRID
It was then hypothesized that the AEPSwould show a gradual
increase in resilience as it migrates towards a decarbonized
system architecture. More specifically, and as detailed in
Appendix A section B, the AEPS was subjected to incre-
mental additions of distributed generation, energy storage
resources, and meshed power distribution lines. While the
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FIGURE 6. The FG and the HFG of the AEPS demonstrate similar behavior in: a their average degree centrality when subjected to
successive random attacks, b the size of their largest cluster and average size of their isolated clusters when subjected to random
attacks, and c the size of their largest cluster and average size of their isolated clusters when subjected to targeted attacks.

FIGURE 7. The FG a and the HFG b of the AEPS demonstrate differing behavior in: their average degree centrality when subjected to
successively adding architectural and functional improvements. The FG a is only able to capture the improvement of adding meshed
power lines while the HFG b measures improvements from the additions of distributed generation and storage as well. The Latent
Engineering Resilience of the HFG c measures the potential improvements from adding all three forms of additions to the AEPS.

last of these is clearly a change in the AEPS formal topol-
ogy, the first two represent fundamental changes in the
AEPS’ functionality without a commensurate change in for-
mal topology. Indeed, from the perspective of an electric
power transmission utility or grid operator, the FG does not
change when end-users add rooftop solar and batteries to
their buildings.While the insertion of DERs inevitably comes
with new electric lines, these are effectively ‘‘behind-the-
meter’’ or invisible to transmission system operators. In fact,
when grid operators conduct renewable energy integration
studies they often do sowithout changing the system topology
[76]. Fig. 7a shows the effect of adding these resources
on the average degree centrality of the FG. As expected,
the addition of newmeshed power distribution lines increases
the average degree centrality linearly with a slope of 0.026
and a regression coefficient of 1. In contrast, the addition of
distributed generation and energy storage resources has no
effect on the average degree centrality of the FG because the
underlying adjacency matrix remains entirely unchanged.
Such a result calls into question either the adequacy of the FG
as amodel or the adequacy of degree centrality as a resilience
measure. After all, an end-user with newly installed dis-
tributed generation or energy storage would continue to have
some form of electric power service even if they were entirely
disconnected from the rest of the grid.

In contrast, Fig. 7b shows that the degree centrality of the
HFG responds as the AEPS migrates towards a decarbonized

system architecture. Again, as expected, the addition of new
meshed power distribution lines increases the average degree
centrality linearly with a slope of 0.019 and a regression
coefficient of one. Furthermore, the introduction of energy
storage and distributed generation resources now increases
the average degree centrality linearly with a slope of 0.009
and 0.001 respectively and a regression coefficient of one and
0.996 respectively. Although, the topology of the underlying
formal graph experiences no change during the addition of
these two types of resources, the HFG incorporates both new
capability nodes as well as connecting edges. More specif-
ically, each new distributed generation resource adds a new
capability node and a new edge. In themeantime, each storage
resource adds a new capability node but adds at least four new
edges. These results show that the HFG is more adequate than
the FG as a model when system architecture is changing its
functionality and not just its formal topology.

The results of Fig. 7b, however, understate the ‘‘resilience
value’’ of distributed generation. Again, from a practical per-
spective, an end-user would not differentiate between elec-
tricity supplied from the grid or that supplied from distributed
generation. In contrast, a degree centrality measure only val-
ues the resilience that comes comes from greater grid connec-
tivity. As an alternative, Fig. 7c calculates ‘‘latent engineering
resilience’’ (LER) [77] measure as the AEPS responds to the
same architectural changes found in Fig. 7b. As explained
in the methods section, the LER measures was specifically
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FIGURE 8. Eight increasingly sustainable grid architectures are studied in terms of their resilience to random and targeted attacks.
These include all combinations of 33% of generators with additional storage (S), 30% of substations with additional distributed
generation (DG), and 20% additional meshed distribution lines (M). a shows the response to random attacks. b shows the response
to targeted attacks based upon highest degree centrality.

developed to calculate the number of viable service paths in
hetero-functional graphs. As expected, Fig. 7c shows that the
LER grows exponentially (with a coefficient of α = 0.306
and regression coefficient of 0.989) as meshed distribution
lines are added. Such lines will exponentially increase the
number of available service paths. In the meantime, the LER
grows linearly with addition of DGwith a slope of 0.401 and a
regression coefficient of 0.987. Each newDG resource makes
use of the network topology to introduce a relatively large but
proportional number of service paths. Finally, the LER grows
linearly with a slope of 0.034 and a regression coefficient
of 0.997 as energy storage resources are added. Unlike DG,
energy storage resources still require generation resources
in order to contribute a service path and so their resilience
enhancing effect is contingent upon generation and distribu-
tion capabilities. The results in Fig. 7 show that the HFG
relative to a FG more precisely describes the future evolution
of the AEPS’ architecture. Furthermore, the quantification of
these resilience improvements is more accurately measured
using a LER measure based upon service paths than simply
a network centrality measure. Finally, and most importantly,
the addition of DG and energy storage resources in com-
bination with meshed distribution lines enhance the AEPS’
transition to a highly resilient and decarbonized system archi-
tecture. In other words, from an architectural perspective,
there is no trade-off between grid sustainability and resilience
enhancements and that these strategic goals can be pursued
simultaneously.

C. IMPROVED ARCHITECTURES UNDER ATTACK
These conclusions are further investigated in Fig. 8 where
the LER of eight increasingly decarbonized architectures of
the AEPS are studied in presence of random and targeted
attacks. As detailed in Appendix A section C, the eight
investigated architectures include all combinations of: 30%
of substations with additional distributed generation (DG),

33% of generators with additional storage (S), and 20%
additional meshed distribution lines (M). Irrespective of the
choice of decarbonized architecture, these systems respond
differently to random and targeted attacks. In the case of
random attacks (Fig. 8a), the LER ∝ (100− x)2 ∗ e−α(100−x)

while in the case of targeted attacks (Fig. 8b), the LER
more closely follows e(−αx). Targeted attacks on the basis of
highest degree centrality remove an exponentially decreasing
number of edges as can be inferred from Fig. 6. Each of
these edges, in turn, contribute to an exponential number of
paths; resulting in an overall exponential effect. In contrast,
the random attacks combine the exponential loss of paths
with the parabolically decreasing size of the largest cluster
(shown in Fig. 6b). Consequently, and as expected, successive
targeted attacks more effectively diminish the grid’s LER
than random attacks do. In both cases, the LER measure
is able to precisely differentiate between all three types of
architectural changes. In agreement with the results from
Fig. 7c, the architectures with meshed distribution lines, as a
group, exhibit the greatest resilience. This group is followed
by the architectures with distributed generation which is in
turn followed by the architectures with energy storage. All of
these cases report higher resilience values than the baseline
system representing the AEPS in its present form. In other
words, these results confirm that the evolution of the AEPS’
to a decarbonized architecture composed of distributed gen-
eration, energy storage, and meshed distribution lines will
simultaneously enhance its resilience.

V. CONCLUSION AND FUTURE WORK
This paper has presented a structural resilience analysis of the
American electric power system as it evolves towards a decar-
bonized architecture consisting of distributed generation,
energy storage, and meshed distribution lines. To conduct the
analysis, it relied on hetero-functional graphs which were
shown to confirm our formal graph understandings from
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network science [41], [42], [50], [52] in terms of cumulative
degree distributions and traditional attack vulnerability mea-
sures. Such analysis presents a cumulative degree distribution
with exponential decay law P(k ≤ K )ce−αk where the FG
and HFG and have exponential coefficients of αFG = 0.44
and αHFG = 0.27 respectively. Such hetero-functional graphs
more precisely describe the changes in functionality associ-
ated with the addition of distributed generation and energy
storage as the grid evolves to a decarbonized architecture.
Fig. 7 shows this as the HFG presents a positive linear trend
captured by the LER as the additional distributed genera-
tion and energy storage functionalities are added. Finally,
it demonstrates that the addition of all three types of mitiga-
tion measures enhances the grid’s structural resilience; even
in the presence of disruptive random and targeted attacks as
shown in fig.8. Consequently, there is no structural trade-off
between grid sustainability and resilience enhancements and
that these strategic goals can be pursued simultaneously.

APPENDIX A METHODOLOGY
A. COMPARING THE ATTACK VULNERABILITY OF
SCALE-FREE FORMAL AND HETERO-FUNCTIONAL
GRAPHS
This paper used nodal attacks to compare the attack vulnera-
bility of formal graphs and hetero-functional graphs. In nodal
attacks, a set of nodes are identified either at random or by
a targeting heuristic such as greatest degree centrality. These
nodes are subsequently removed from their respective graphs.
In addition to the identified nodes being removed, all edges
connected to the removed nodes are also removed [43], [47].
The same physical intuition was maintained between the
hetero-functional graph and formal graph during attacks.
Rather than attacking a given system capability (as a node in a
hetero-functional graph), an entire system resource (as a node
in a formal graph) was attacked. All of the associated system
capabilities (i.e. the filled elements in the associated column
of the knowledge base) were removed. Because the formal
edges had been removed in the case of the formal graph,
their system capabilities were also removed. For example,
if node n3 in Fig. 2 is attacked, then edges e1, e3, and e4
are removed as well. In the hetero-functional graph, first
capabilitiesψ3−ψ6 would be removed to reflect the loss of n3
and then capabilitiesψ8, ψ10, ψ11, ψ12 would all be removed
to reflect the loss of edges e1, e3, and e4.
The nodal attacks were applied as both random and tar-

geted attacks. Rather than attacking a single node at a time,
for computational simplicity, each attack iteration removed
1% of the initial node count. In the case of a random
attack, the 1% of formal graph nodes were randomly selected
and then removed. The corresponding capabilities in the
hetero-functional graph were then removed as well. In the
case of a targeted attack, the greatest degree centrality heuris-
tic was used to identify the targeted nodes. This one percent
of nodes were then removed from the formal graph and
the corresponding capabilities were then removed from the
hetero-functional graph; thus maintaining the same physical

intuition. The most central nodes were then re-evaluated and
attacked again.

Fig. 6a was developed using a random attack and measur-
ing the average degree distribution [47] of each graph at each
attack iteration. Fig. 6b was developed using a random attack
and measuring the component sizes of each graph at each
attack iteration. The largest weakly connected component
size [47] was measured and divided by the total remaining
nodes in each graph for the largest cluster relative size. The
sizes of the remaining connected component (excluding the
largest connected component) were then averaged together to
get the isolated cluster average size at each attack iteration.
Fig. 6c utilizes the same measures as Fig. 6b. However, a tar-
geted attack based upon greatest degree centrality heuristic
was applied to target central nodes.

B. PREDICTING THE STRUCTURAL RESILIENCE OF THE
AEPS’ MIGRATION TO A DECARBONIZED SYSTEM
ARCHITECTURE
In Fig. 7, the resilience effects of adding the architectural
improvements of distributed generation, meshed transmis-
sion, and storage were measured. Distributed generation
was added randomly to 30% of all the substations; which
amounted to 19, 828 substations gaining such capabilities.
When adding meshed distribution lines, each node with only
a single connection to another node was connected to the
nearest node to which it was not already connected. An addi-
tional 20% of transmission lines were thus added to the
AEPS; which amounted to 16, 953 additional transmission
lines. Storage was added to every buffer that had the potential
for generating electricity. These nodes include power plants
and substations that were designated to receive distributed
generation capabilities. Storage was thus added to 33% of all
buffers which amounted to 23, 088 additional energy storage
resources.

Each type of improvement was added to the AEPS over
a series of 100 iterations. The additions of distributed gen-
eration, meshed transmission, and storage were analyzed
individually. Fig. 7a and Fig. 7b measure the average degree
centrality [47] of the formal graph and hetero-functional
graph respectively. After each iteration of adding an architec-
tural improvement to the formal graph and the correspond-
ing capabilities to the hetero-functional graph, the average
degree centrality was measured for both graphs. It is notable
that since both distributed generation and storage are func-
tional additions, the formal graph sees no structural change.
Therefore, it sees no measurable change in resilience from
distributed generation or storage [71]. However, because the
nodes in the hetero-functional graph are system capabilities,
there is a measurable structural change in the average
degree centrality of the hetero-functional graph as dis-
tributed generation and storage are added. Fig. 7c follows
the same architectural improvements as Fig. 7a and 7b while
measuring the hetero-functional graph’s Latent Engineering
Resilience (LER) [77]. Much like other network science
approaches [41], [52], the LERmeasures system performance
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as a deterministic response to various failures of system
resources. The LER was normalized by the original base case
AEPS with no architectural improvements. The addition of
distributed generation and storage report linear increases in
the LER while the addition of meshed transmission lines
results in an exponential increase in the LER. Intuitively,
as lines are added to the AEPS each step of a service delivery
path has increasingly more path options; thus exponentially
growing the number of deliverable service paths. Future work
will extend this work to other sectors of the American energy
system [78] and investigate the potential for probabilistic
analyses.

C. ASSESSING THE RESILIENT RESPONSE OF SEVERAL
DECARBONIZED SYSTEM ARCHITECTURES OF THE
AEPS TO RANDOM AND TARGETED ATTACKS
Fig 8a and Fig 8b measure the LER of the AEPS with
different architectural improvements under random and tar-
geted attacks respectfully. Just as previous figures main-
tained an equivalent physical intuition when attacking
hetero-functional and formal graphs that intuition was main-
tained in Fig 8. Physical buffer resources (i.e. formal nodes) in
corresponding formal graphs were selected for random or tar-
geted attacks and all of the associated capabilities of the
buffer and its connected edges were removed from the
hetero-functional graph. Attacks were applied to one per-
cent of the formal graph nodes at a time in both random
and targeted attacks. By maintaining the same physical intu-
ition, removing one percent of nodes being from a formal
graph could result in removing more that one percent of
the hetero-functional graph nodes. This phenomena is espe-
cially noticeable in Fig. 8b as the initial targeted attack
results in removing over five percent of the nodes from
the hetero-functional graphs. When applying targeted attacks
in Fig. 8b, the greatest degree centrality heuristic was used to
identify the targeted formal nodes.

After each attack iteration, the LER of the remain-
ing hetero-functional graph was re-evaluated. In all cases,
the LER was normalized by the initial unimproved base
case AEPS. Thus, the base case takes an initial value of 1
while the architecturally improved AEPSs measure an ini-
tial LER value greater than 1. Under random attacks the
LER gradually decreases following the regression LER =
α(100 − x)2eβ(100−x). However, the targeted attack causes a
large initial drop paired with a faster decrease in the LER
following the regression LER = αeβx . The initial LER
drop is caused because the attack of one percent of attacked
formal nodes removes over five percent of the nodes in
the hetero-functional graph. Using degree centrality as the
targeting method, buffers with the most transmission lines
are removed first. The first attack therefore removes power
plants, substations, and the largest number of transmission
lines in a single attack. As buffers connected to the most
transmission lines are targeted, there are increasingly fewer
path options for services to be delivered. Thus, similar to
the addition of meshed transmission lines in Fig. 7c which

yields an exponential increase in the LER, targeting buffers
by degree centrality yields an exponential decay in the LER.
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